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ABSTRACT. We give exact formulas for the growth of the ideal AX for X a
quadratic element of the algebra of Boolean functions over the Galois field
GF(2). That is, we calculate dim Ax\ where Ay is the subspace of elements
of degree less than or equal to k. These results clarify some of the assertions
made in the article of Yang and Chen [YC] concerning the efficiency of the XL
algorithm in cryptography.

1. INTRODUCTION

The solution of polynomial equations has been a central question in mathematics
since earliest times. Recently this problem has become a central topic in cryptog-
raphy, in the form of the solution of multivariate polynomial equations over a finite
field. For instance, in multivariate public key cryptography [DGS] the public key
is given by a set of polynomials

P(z1,..,xn) = (P21, .y Tp )y ooy P (21, o, 1))

over a finite field. To encrypt a message (2, .., z,), one computes the value

(Y1, ) = P2y, . 2h) = (P(2h, ., 2)),s ooy P(], . 20)).

In order to attack this cipher directly, one needs to solve the system of equations

(Y1, i) = P(x1, . T).

Similarly, the algebraic attack [CP, AK] on symmetric cryptosystems transforms
the problem into one of solving systems of polynomial equations. For instance in
the case of AES, this attack produces a system of 6000 sparse equations in approx-
imately 1600 variables. Thus understanding the complexity of solving multivariate
equations is a critical problem which has not only theoretical significance but also
serious practical implications.

The two main types of algorithm used to solve such systems of equations are the
Groebner basis algorithm family including the F4 and F5 variants [Bu, F1, F2]; and
the XL algorithms including FXL and mutant XL [CKPS, DBMMW]. The most
commonly quoted estimates of the computational complexity use formulas devel-
oped recently in [YC, BFSY], which were originally intended for the XL algorithms
only. The key idea of the XL algorithm, as applied to the solution of a system of
m quadratic equations f;(x) = 0, is to successively eliminate variables by finding

This work grew out of discussions in the Taft Research Seminar on post-quantum cryptography
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interesting conversations on this topic. They also thank the Taft Research Center at the University
of Cincinnati for its support of the seminar.
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1-variables polynomials inside the ideal generated by the f;(x). Specifically, one ap-
plies an elimination process to the space of functions spanned by the xP f;(x) where
xP is a monomial of total degree less than or equal to a fixed number D. The key
to understanding the complexity of the algorithm is to understand the dimension
of this subspace. Yang and Chen produced estimates of the complexity of the XL
algorithm based on formulas for these dimensions. Although the complexity for-
mulas were widely used and were in close agreement with experimental evidence, a
number of authors have noted that the proofs of the dimension theorems are based
on unreliable heuristic arguments.

Because of the significance of these complexity formulas and their implications in
cryptography, we believe that it is important to systematically study this question
and to lay a solid mathematical foundation for future developments in this area. In
this paper, we begin with the simplest case, that of a single quadratic polynomial
over the field GF'(2).

Of course, over a field of characteristic zero the question is totally trivial. The
complication when dealing with finite fields is that we are working not in the poly-
nomial ring itself, but in the ring of the functions; that is, the polynomial ring
reduced by the related field equations,

X1 - X, =0,
where ¢ is the size of the field. This makes our question a highly complicated and

non-trivial mathematical problem, as the reader will see from the results of this
paper.

2. BaAsics

Let F' denote the Galois field GF(2). Let R = F[Xy,...,X,] be the field of
polynomials over F' and let

A=F[Xy,..., X, /(X?+X1,..., X2+ X,)

be the ring of Boolean functions.
Let R(4) be the space of homogeneous polynomials of degree d, so that R = ©Rq)

is the usual grading. Let Ry = 25:1 R;y be the set of polynomials of degree less
than or equal to d, so that

F=RyCcRiC---CR

is the usual filtration by degree. Denote by m : R — A the usual projection
and let Ay = m(R(;)) and let A; = 7(R;). Then A = ©A(y) is a vector space
direct sum but not a gradation of rings, but Ag C A C --- C A, = A is a ring
filtration. One may define a concept of degree for an element A\ € A by saying that
deg A = min{d | A € A;}. We say that element is quadratic if it has degree two.

We calculate explicitly dim Az ) for a quadratic element A € A. we first need to
introduce some of the notation needed to describe this number. Set

k Lk/2]
a(n k)= (“) S(n.k) = S (~1)io(n, k — 2i),
=0 \J i=0
J i
The main theorem of [YC] asserts that dim AxA < §(n, k) for all k and that equality
holds when “a) A — a is not factorizable for any a € F; and b) A contains enough
degree two monomials to make deg Am = degm + 2 for all monomials m”. As was

pointed out in [D], the argument contains some major gaps and it is easy to find
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examples that show that the statement is not true in general. In fact we shall see
that there are no quadratic A € A for which the statement is true. However, it
turns out that formula claimed by Yang and Chen is true for values of k that are
small relative to the rank of A. For larger k, a small additional term is needed, but
the value of §(n, k) proves to be a reasonably close estimate for dim Ag\.

3. EQUIVALENCE, RANK AND TYPE

The dimension of Ax\ is not the same for all quadratic elements A\. However
it is obviously invariant under any automorphism that preserves degree. Inside
the group of all automorphisms of A we have the subgroup of automorphisms that
preserve degree; that is, the subgroup of all automorphisms ¢ such that ¢(A4;) = A;.
These are the affine automorphisms. We say that two elements of A, \ € A are
equivalent if there exist an affine automorphism ¢ such that ¢(A) = X.

Definition 3.1. Let A € A. We define the rank of A to be the smallest positive
integer r such that A lies in a subalgebra generated by r linear elements. That is
the smallest r such that there exists ly,...,l, € Ay with A € F[ly,...,l.].

It is clear that the rank of an element is invariant under an affine automorphism.
In general the set of elements of a given rank and degree is a union of a number
of different equivalence classes. For quadratic elements there are two equivalence
classes for even rank and one for odd rank.

Theorem 3.2. Let A\ € A be a quadratic element of rank r.

(1) If r is even, then X is either equivalent to x1xs + ...%Tp_12, OT T12T2 +
. Tpr_1X, + 1. Moreover these two elements are not equivalent.
(2) If r is odd, then A is equivalent to x1xo + ... Tp_or_1 + Ty

Proof. This follows from the classification of quadratic elements in the polynomial
ring given in [LN]. O

Thus it suffices to calculate dim A\ for the elements listed in the theorem. we
begin with the maximal rank case which is the simplest.

4. EVEN MAXIMAL RANK

The calculation of dim A A in [YC] uses the exact sequence:
00— ArNAN+1) — A — AA— 0
In order to apply induction we would like Ay NA(A+1) = Ap_2(A+1). While this
often holds, it is not always true. For instance, note that, for r even,
(x1+D(xzs+1) ... (xp_1 + D120 + ... 2p1 ) =0

so that (z1 +1)(z3 +1)...(z,—1 +1) € Ao N Ann(zi20 + ... 2 12) = Apya N
A(zy1wy + .. wp gy + 1) but (21 + 1)(23 + 1) ... (201 + 1) € Apjp_a(m120 +
o Zp_1x + 1). It turns out that these elements are the principal obstructions
to the above equality when r = n.

Theorem 4.1. Suppose that n is even and suppose that A = T1xo + ... Ty _1Ty.
Then

(1) Ak NAA+1)=Ap_o(A+1) forallk <n/2 and k > n/2+ 2
(2) A NAXN= Ap_2) for all k.
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Proof. (1) It is clear that Ag_o2(A+1) C A N A(X+ 1). Using induction on n, we
prove that Ay N AAN+1) C Ag_o(A+1) for2<k <n/2and k>n/2+2

Consider the case when n =2 and A = z1zs. Let a € A, so that a = a9+ a1z1 +
aoXo + azx1xo, for some a; € F. Then

a()\ + 1) =ag+ a1z + asxs + (CLO + a1 + az)(ElSIJg

From this it is clear that Ao N A(A+1) = 0 and that A(A+1) = A;(A+1). Hence
the result is clearly true in the case n = 2.

Now let A" = Flas,z4,...,2m] and N = z3z4 + -+ + 2,12, and assume
the assertion true for A’ and A’. Note that A is a free A’-module with basis
{1,x1,z2,2122}. Thus an arbitrary element of A is of the form a = af, + ajz; +
ahTe + ahxri1Ta, where a) € A’ Since 122 = A+ X and A(A + 1) = 0 we see that
z1z2(A+1) = N¥(A+ 1) and so a(A + 1) = a(X + 1) where a = (ap + aj\) +
ayx1 + ahro. Hence an arbitrary element of A(\+ 1) is of the form a(A+ 1) where
a = aj + ajx1 + ahxy for some a) € A’. Suppose that a(A + 1) € A,. Now

a(A+1) = (af + ajz1 + ayzo)(z122 + N + 1)
=ao(N + 1)+ aif (N + Dy + ay(N + 1))z2 + (ag + af + ah)z1 2.
Because of the linear independence of the elements {1, x1, zo, z122} over A’ each of
the summands must also lie in Ay. Hence aj(N + 1) € Ag; af(N +1),ab(N +1) €
Ap_q and ay +af +ah € Aj_,.

Suppose that & < n/2. Then k —1 < n/2 —1= (n— 2)/2. Hence by induction,
A, NAWN+1) = A, (N +1). So there exist b}, by € Aj_5, such that
ai(N +1) =b(N +1) and aj (N +1) = b5(N +1). Let b, = ap + a} + a + b + bh.
Then bj € A _, since ag+a)+a5 € Aj_, and by +b, € Aj._ 5. Moreover by(A' +1) =
ap(N +1). Now define b = b, + bjx1 + bhao. Then, b € Ap_o and

bA+1) =by(N + 1) + 01 (N + D)ay + by (N + 1))xa + (b + b + bh)x120
=aj(N + 1) +ai(N + Dz + ay(N +1)za + (ag + @) + ah)z 2.
=a(A+1)
Thus Ay NA(A+1) C Ap—2(A + 1) as required.

Ifk>n/2+2 then k—1>n/2—1= (n—2)/2 and the same argument proves
the second part of the assertion.

A similar argument proves the part (2) of the theorem. O

Before proving our dimension theorem, we assemble some results that we shall
be using.

Lemma 4.2. Let n be even and let A = x1x92 + 324 + -+ + Tp_12T,. Then,

dim A\ =271 — 2571 gpnd  dim AN+ 1) =2""1 42571
Proof. See [LN, Theorem 6.32]. O
Lemma 4.3.

/2] n 1 / nmw
—— 277,71 on 2 7)
2 (4@) 2( Hateosy

=0

[(n—1)/4] n 1 o
I N
P 4i+1 2 4
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[(n—2)/4] n 1 o
Z . == (2”*1 —27/2 o —)
41+ 2 2 4

i=0
'n = 1 (2”71 72”/251nni)
pard 45 + 3 2 4

Proof. See [GR, 0.153]. O

(k) = cos (’?) +sin (’Zr)

Lemma 4.4. For any positive integer n,
(1) §(n,n) =271 +¢(n/2)22 1
(2) 6(n,n—1)=2""1 4 ¢(n/2 —-1)251

Proof. For part (1) observe that

) L(n=1)/4] .
S(n.n)= (n4i> > <n14i)

L(n—3)/4]

Define

=0 =0
/4l N L=l
- ; (4i> * ; <4i+1)

=2ty [cos % + sin %} on/2
= 2" 4 e(n/2) 272
Similarly for part (2),

L(n=1)/4] . L(n=2)/4] .
fnn-1)= 3 (n—1—4i> > (n—2—4i)

=0 =0
[n—ny/a) [n=2)/a)
- 2:; (4z'+1>+ ; <4i+2>

nm nm
= 271— |:‘. _ 7:| 2’!L/2
+ |sin 1 Ccos 1

-2 -2
=2"1 4 {cos (n 1 I + sin (n 1 )W} on/2

= 2" 4 ¢(n/2 —1)2"/?

Theorem 4.5. Suppose that n is even and let A = x129 + ... Tpn_12,. Then

i A {5(n,k), - if < n/2
S(n,k) — (e(k —n/2)+1)2271  ifn/2<k<n

dim Ax(A+1) = {5@7 k) — (e(k —n/2) —1)2571 ifn/2<k<n
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Proof. We first prove the assertion that dim Ax\ = d(n, k) = dim Ax(A + 1) for
k < n/2. We need two base cases, k =0 and k = 1. When k =0, Ay = F, and so
its is clear that dim AgA = dim Ag(A+1) =1 = J(n,1). When k =1 and n > 2,
the maps from A; to A;A and A;(\ + 1) are both bijective by Theorem 4.1. So
dim A; A =dim A; (A + 1) =dim Ay = o(n,1) = d§(n, 1).

Now suppose 1 < k < n/2. Since Ann A = A(A+1) and AyN(A+1) = Ap_2(A+1)
we have the exact sequence

0 —>Ak_2(/\—|-1) — A — AA — 0

Applying the inductive hypothesis yields dim AgA = dim Ay — dim Ag_o(A+ 1) =
o(n,k)—0(n,k—2) =d(n, k), as desired. A similar argument works for Ax(A+1).

We now prove that for n/2 < k < n, dim Ax\ = 6(n, k) — (e(k —n/2) +1)23 1
and dim Ay (A + 1) = §(n, k) — (e(k — n/2) — 1)25 7! by reverse induction using
k =n and k = n — 1 as base cases. Consider the case k = n. Since A4, = A,
dim A\ =271 =251 = §(n,n)—e(n/2) 27/2 =231 = §(n,n) —(e(n/2)+1)27 1,
as required. Similarly, dim A, (A1) = 2" 14251 = §(n,n)—e(n/2) 2"/24+23 1 =
5(n,n) — (e(n/2) —1)23 71,

Now consider the case k = n—1. Observe that A,_1A D A,,_2\ = A,NAN = A\,
So dim A,,_1 A = dim A, \. However, using Lemma 4.4 we have that

S(n,n—1)—(e(n — 1 —n/2) +1)22 71
= (2" ' fe(n/2-1)2271) — (e(n/2 —1) +1)22 71
=271 - 2571 = dim A\

A similar argument proves that A,,_1(A+1) = A(A+1) and that the formula holds
in this case also.

We now assume the formula holds for k42 and prove that it holds for k, provided
that k > n/2 + 2. Again we have the short exact sequence

0— ApA — Ao — Apa(A+1) — 0
So that
dim AxA = dim Ag4o — dim Ag1o(A + 1)
=o(n,k+2) — (6(n,k+2) — (e(k+2—n/2) —1)2571)
=6(n, k) — (e(k —n/2) +1)25 71
since e(k + 2) = —e(k). Similarly the exact sequence
0— Ag(A+1) — Agyo — Apiad — 0
yields
dim Ag(A+ 1) = dim A 42 — dim Ag 42X
=o(n,k+2) — (6(n,k+2) — (e(k+2—n/2) +1)2271)
=6(n, k) —e(k —n/2) —1)22 1

as required.
It remains to deal with the cases when k = n/2 and k = n/2 4+ 1. Using the
argument from the upward induction we get in these cases that

dim A (X + 1) = dim Ay — dim A, (\) = d(n, k) = 6(n, k) — e(k —n/2) — 1)25 !
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since €(0) = €(1) = 1. The downward induction argument above extends to show
that dim Ag(A\) = dim Agio — dim Ago(A+ 1) = 5(n, k) — (e(k —n/2) +1)25 L in
these cases. ]

5. ODD MAXIMAL RANK CASE

If n is odd and A is quadratic of rank 4n, then as observed above, A ~ x1xo +
e Tp_92Tp_1 + T

Theorem 5.1. Suppose that n is odd let A = x1x2 4+ ... Tp_o2Tpn_1 + x,. Then
A NAXN = Ap_o)
fork# (n+1)/2.

Proof. The proof is very similar to the proof of Theorem 4.1. Again, it is clear
that Ag_oX C Ax N AX. Using induction on n, we prove that Ay N A\ C Ag_sA for
kE#(n+1)/2

Consider the case when n = 3 and A = z1x5 + z3. It is easily verified by hand
that A1 N AX = {0} and that AX = A1\ so that A5 N AN = A\

Now suppose that n > 5. Let A’ = Flzs,24,...,2,] and X = z3zq + -+ +
Tp_2Tn_1+ T, and assume the assertion true for A’ and A’. As above, note that A
is a free A’-module with basis {1, z1, 22, x122}. Again an arbitrary element of A\
is of the form aX where a = aj, + ajz1 + abzo for some o} € A'.

Let a)\ € Aj, where a is as above. Now

a) = (aj + ayz1 + ayxe) (172 + \)
=ao\N + a) Nz + abNws + (af + a) + ab)z120.
Because of the linear independence of the elements {1, 1, z3,2122} over A’ each
of the summands must also lie in Aj. Hence afj\ € Ag; afN,abN € Ai_; and
ag+aj +ah € Aj_,.

Suppose that k # (n+1)/2. Then k — 1 # ((n — 2) + 1)/2. Hence by induction,
A NA'XN = Al _sXN. So there exist b}, by € Aj_5, such that aj\ = bj\" and
arN = byN. Let by = ag+a)+a5+b)+b5. Then by € Aj,_, since ag+a)+a5 € Aj,_,
and b} +b5 € A)_,. Moreover by = ajA'. Now define b = bj + b z1 + b522. Then,
be Ak_g and

bA = b\ + Vi N 21 + by N zo + (b + b} + by)x1 20
=ao\N + a\ Nz + abNws + (af + a) + ab)z120.
=a\
Thus A N AX C Ap_o) as required. O
Theorem 5.2. Suppose that n is odd and let \ = x1x9+ ... Tp_9%pn_1+ x,. Then

3(n, k), ifk < (n+1)/2

dim Agh = {5(n, k) —elk—n/2)257L  ifk>(n+1)2

Proof. Since all quadratic elements of A of maximal rank are affine equivalent, the
assertion of the theorem is equivalent to the assertion that the result holds for all
such elements. In order for the induction to work correctly (that is, to include both
the cases of dim AxA and dim Ag(A+ 1)), we need to work in the framework of this



8 JINTAI DING, TIMOTHY HODGES, VICTORIA KRUGLOV

more general assertion. The proof that dim Ax\ = d(n, k) if k < (n+1)/2 proceeds
exactly as for Theorem 4.5 using Theorem 5.1 in place of Theorem 4.1.

It remains to prove that for (n +1)/2 < k < n, dimAx\ = d(n, k) — e(k —
n/2)2%~1. We again prove the result by reverse induction using k = n and k = n—1
as base cases. For the case k = n, note first that by the symmetry of A and A + 1,
dim A, \ = 2"/2. Moreover,

S(n k) —e(k —n/2)25 71 = §(n,n) — e(n/2)25 1 = 2n/2
by Lemma 4.4. Now consider the case k = n — 1 and assume that n > 3. Observe
that A,,_ 1A = A1 NAN = AX. So dim A,,_1 A = dim A, A. On the other hand,
using Lemma 4.4 we have that
d(n,n—1)—e(n —1—n/2)2% 1

= (2" fe(n/2-1)2271) —¢(n/2 —1)22 7!

=2""1 = dim A\
So the result holds in this case also.

We now assume the formula holds for k42 and prove that it holds for k, provided

that (n+1)/2 < k < n — 2. The short exact sequence
0— ApA — Agyo — Ap2(A+1) — 0
implies that
dim A\ = dim Ak_;,_g — dim Ak+2()\ + 1)
=o(nk+2) — (8(n,k+2) —e(k +2—n/2)2271)
=0(n, k) — e(k —n/2)2% 71
since e(k + 2) = —e(k). O
6. GENERAL CASE

Now consider a quadratic element A € A of arbitrary rank r < n. Without loss
of generality we assume that A € A’ = F[zy,...,z,] and that A has one of the three
canonical forms with respect to the variables x1, ..., x,. The dimension of Ax\ can
be computed from the dimensions of the A}, \. Recall that we make the convention
that A; =0 for j <0,

Theorem 6.1.

n—r
dim A\ = dim A, )\
m Ay ;()mk

Proof. Let S = {241,...,2,}, let P be the power set of S and define xg to be the
product of the z; € S. Then the zg clearly form a basis for A as a free A’-module.
Let V; be the span of the elements zg of degree j. Then Ay = & Aj_,V; and
hence dim ApA = Y1 " dim A}, _ VA = Y077 ("77) dim 4]\ O
Corollary 6.2. If k < rank A, then dim ApA = 0(n, k).

Proof. This follows from the identity d(n,k) = Y1 ("77)d(r, k — i) which itself

1
follows from the analogous Vandermonde identity for binomial coefficients. O

Corollary 6.3. Let X\ be a quadratic element of rank r, then
|dim AgX — 6(n, k)| < 2772
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7. CONCLUSION

Our results here simultaneously vaidate and refute the assertions made in [YC].
On the one hand they provide strong evidence that the results may be true in some
generality when k is small relative to the rank of the polynomials, a case which is
highly significant from the point of applications to cryptography and in particular
to the analysis of the XL algorithm. On the other hand they show that no simple
formula can hold for all k for any fixed .

The rationale for this work was to provide a detailed study of the specific case
of a single quadratic polynomial over GF(2) in order to better inform conjectures
in the general case. Based on these results we draw the following conclusions.

e It is unlikely that it will be possible to calculate exact values for dim A\
similar to those given in Theorem 4.5 and Theorem 5.2 for A of higher
degree except in some special cases, due to the exponentially increasing
number of affine equivalence classes in higher degree.

e It is likely that the important Corollary 6.2 will generalize to the case of
arbitrary finite fields and higher degree polynomials.

e Similarly it may be possible to calculate reasonable bounds on dim AxA
similar to those in Corollary 6.3 in these more general cases.

At this stage the most interesting problem is to determine the validity of Yang
and Chen’s assertions for sets of quadratic polynomials. Corollary 6.2 gives hope
that the formula will be true for small £ under some reasonable assumptions of
“generic position”. We hope to return to this question in a subsequent paper.
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