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What is the Piece In Hand Concept? (1/2)

aim to enhance the security by 
using effectively random variables
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What is the PH Method ?
• A method to realize the Piece In Hand Concept

(Tsujii, Tadaki, Fujita)

2003 Piece In Hand Concept
2005 Primitive Linear PH Matrix Method
2006 Linear PH Matrix Method with

Random Variables
2008 Nonlinear PH Matrix Method

2008 Nonlinear PH Perturbation Vector Method
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Concept of PH Method

public key of 
original MPKC

(secret for PH Method)
original MPKC: 

any reasonable MPKC



Many MPKCs
generalized sequential solution method, 

MI, TTM, R(S)SE, …

increase of random
ness

Approach to NP-hardness of 
(Inversion Problem of) MPKC (1/6)
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(information transmission rate)
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(information transmission rate)
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v = A0 p

Multivariate Public Key Cryptosystem

public key: E

plain text cipher text

c = B0 w
k

q )(Fp∈ k
q )(Fv∈ n

q )(Fc∈

Parameters: q: number of elements of the finite field, 
k: dim. of plain text (vector), n: dim. of cipher text (vector) 

n
q )(Fw∈

secret key:
G0A 0B

w = G(v)

)( 00 xGE AB=

[ ] n
kq xx ,,),( 1 KFEpEc ∈=
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Design Principle of 
NLPHPV Method (1/4)

original public key: Eplain text
k

q )(Fp∈

random transformation: r

| | B

cipher text
hn

q
+∈ )(~ Fc
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Design Principle of 
NLPHPV Method (2/4)

original public key: Eplain text
k
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random transformation: r
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Design Principle of 
NLPHPV Method (3/4)

original public key: Eplain text
k

q )(Fp∈

polynomial 
transformation: H

random transformation: r
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cipher text
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Design Principle of 
NLPHPV Method (4/4)

original public key: E
plain text cipher text

p
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random transformation: r
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Public Key Construction of 
NLPHPV Method

g E~ B
E + Q(f)

H(f)

r

n

ℓ

h

g

=

invertible matrix

public key



Parameters of NLPHPV Method

g E~
E + Q(f)

H(f)

r

n: more than 200
assuming quantum computer age

ℓ

h
around 10% of n



Public Key Construction of 
NLPHPV Method
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Public Key Construction of 
NLPHPV Method (1/3)

E + Q(f)

H(f)

n

ℓ

h
random

En

original MPKC

randomize

Q(f)

r



Public Key Construction of 
NLPHPV Method (2/3)

E + Q(f)

H(f)

n

ℓ

h

f

additional 
information

(linear)

f

polynomial transformation
(has a structure)

r



Public Key Construction of 
NLPHPV Method (3/3)
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H(f) ℓ

h

random 
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cipher text
g

q )(~ Fc∈

g
q )(Fw∈

cw ~1−= B

Decryption of NLPHPV Method (1/5)
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cipher text
g
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+ h

Decryption of NLPHPV Method (2/5)

n
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Decryption of NLPHPV Method (3/5)
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f
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Decryption of NLPHPV Method (4/5)
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Decryption of NLPHPV Method (5/5)
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Adding Random Numbers

plain text of 
original MPKC
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Security of NLPHPV Method

＊：MI (q = 2)

●：PMI+ (r = 6, a = 15) MI + NLPHPV (ℓ
 

= 17)
△：h = 5
□：h = 10

about 
104 times
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Secure Parameter Setting 
(Encryption Scheme)

• original encryption scheme (q = 256):
• 260 input/output variables
• public key size: 8.89 MB

• the enhanced encryption scheme:
• plain text size: 2048 bits
• public key size: 26.65 MB
• information transmission rate: 85.3%

about
3 times
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Secure Parameter Setting 
(Signature Scheme)

• original signature scheme (q = 256):
• 20 input variables, 30 output variables
• public key size: 9.92 KB

• the enhanced signature scheme:
• signature size: 400 bits
• public key size: 39.78 KB

about
4 times
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Future Study (1/3)

• security against so-called “combo” attack
(attack against TTS (UOV & minrank +α), 
“differential-rank” attack, …),

“improved” differential attack, ...

• IND-CCA level security evaluation
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Future Study (2/3)

• “2 Layer” nonlinear PH method
has been proposed in Japanese

• random polynomial part is omitted
from NLPHPV method

• polynomial transformation H 
has no structure as much as possible 
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Future Study (3/3)

• two research directions for PH method

• practical (fast, efficient) scheme
for original MPKC

• optimal choice
for invertible polynomial transformation H
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